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SIP Essentials Training
Alta3 Research Authorized Training · Applied Technology Academy

In this course, students learn Session Initiation Protocol and important protocols related to SIP
implementations. This course thoroughly explains what SIP is, how it works, and provides a practical
guide on how to use it.

LEVEL

Intermediate
DURATION

5 Days
EXPERIENCE

None
AVERAGE SALARY

$77,577
LABS

Yes

Course Overview
The lessons in this course are clear and very technical. In this course, students will examine how SIP
interoperates in the current telecommunications network, going beyond the basics of the protocol and
getting a big picture understanding of how it all fits together. This course is a vendor-agnostic study of
Session Initiation Protocol designed for the person that must make SIP work. Attending students also
receive access to the Alta3 Research SIP certification exam; passing it earns the Alta3 SIP certificate.

Course Outline
• Module 1: VoIP Fundamentals

– Introduction to VoIP

• Module 2: Packet Captures
– Uploading PCAPs for analysis (optional)
– Introduction to Wireshark
– Termshark

• Module 3: SIP Registrars
– SIP architecture
– Successful REGISTER by a user agent
– REGISTER fails authentication
– deREGISTER and log out

• Module 4: The SIP INVITE
– Regular expressions
– Building a dial plan with RegEx
– Routing the INVITE
– The SIP INVITE
– SIP INVITE packet analysis with Wireshark

• Module 5: Establishing Calls
– The SIP dialog
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– Troubleshooting common SIP failures with Wireshark
– SIP entities

• Module 6: Call Flows
– Basic SIP call flows
– SIP 3xx redirection
– Call forwarding and 3xx responses
– SIP REFER
– SIP REFER for call transfer
– SIP PRACK and 100rel
– Call forking

• Module 7: SIP Proxies
– Call routing
– INVITE relay by SIP proxies
– No record routes
– SIP URIs
– Cancelled SIP calls
– Global failures and 6xx responses

• Module 8: Supporting Systems
– SIP and the DNS
– ENUM
– Interoperating with the PSTN

• Module 9: SIP Tools
– Installing Asterisk
– Linux fundamentals
– Using vim
– Making pcaps with tcpdump
– Making pcaps with tshark
– SIPp and the SIPp SIP tester
– The SIP Swiss Army Knife

• Module 10: SIP Headers
– Common SIP headers

• Module 11: Session Description Protocol
– Session Description Protocol (SDP)
– SDP video call setup
– Diagnosing failed SDP video call setup

• Module 12: Real-Time Transport Protocol
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– Real-time Transport Protocol (RTP)
– One-way media

• Module 13: Dual-Tone Multi-Frequency
– Transmitting DTMF
– Methods for transport of DTMF

• Module 14: Fax
– Fax handling

• Module 15: Presence
– Presence
– SIP PUBLISH
– Presence and IM exchange

• Module 16: SIP Timers
– SIP timers

• Module 17: SIP Security
– SIP security

• Module 18: NAT
– NAT and NAT traversal issues

• Module 19: Optional Case Studies
– Avaya Aura Session Manager
– Building a virtual home lab

• Module 20: Certification
– The Alta3 Research SIP certification exam (optional)

Intended Audience
Any company or individual who wants to advance their comprehension of VoIP and SIP.

Prerequisites
None required

Follow-On Courses
• Deploying 5G

• Certified Kubernetes Application Developer (CKAD)

Learning Objectives
• Learn SIP and the protocols around it, including RTP, RTCP and DNS

• Understand the differences between RFC 2543 and RFC 3261, and the other relevant RFCs
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• Use Wireshark to read and troubleshoot SIP

• Deploy a SIP proxy and a SIP user agent

• Troubleshoot SIP signalling failures

• Troubleshoot audio and media problems

• Use AI prompting to produce configuration snippets and solutions

Ready to enroll? Call 800.674.3550 or email Info@AppliedTechAc.com — private team cohorts, GSA
MAS purchasing, military credentialing funding, VA GI Bill and VR&E and student financing available.


