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Federal Risk Management Framework (RMF) 2.0
Implementation with CAP Exam Review - ATA

Applied Technology Academy

Capitalize on the rising demand for Governance, Risk and Compliance (GRC) expertise by earning the
CGRC certification. The CGRC is a proven way to demonstrate your knowledge and skills to integrate
governance, performance management, risk management and regulatory compliance within your
organization. CGRC professionals utilize frameworks to integrate security and privacy within
organizational objectives, better enabling stakeholders to make informed decisions regarding data
security, compliance, supply chain risk management and more.

EXPERIENCE

2 year:s
LEVEL DURATION Cybersecurity AVERAGE SALARY LABS
Beginner 5 Days Policy $124,610 No

Course Overview

Topics Covered:

¢ Information Security Risk Management Program

e Scope of the Information System

e Selection and Approval of Security and Privacy Controls
¢ Implementation of Security and Privacy Controls

«  Assessment/Audit of Security and Privacy Controls

« Authorization/Approval of Information System

e Continuous Monitoring

Course Outline

e Domain 1: Information Security Risk Management Program

e Domain 2: Scope of the Information System

e Domain 3: Selection and Approval of Security and Privacy Controls
e Domain 4: Implementation of Security and Privacy Controls

« Domain 5: Assessment/Audit of Security and Privacy Controls

« Domain 6: Authorization/Approval of Information System

* Domain 7: Continuous Monitoring
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Intended Audience

The CGRC is ideal for IT, information security and information assurance practitioners who work in
Governance, Risk and Compliance (GRC) roles and have a heed to understand, apply and/or implement
a risk management program for IT systems within an organization, including positions like:

e Cybersecurity Auditor

e Cybersecurity Compliance Officer

¢ GRC Architect

¢ GRC Manager

e Cybersecurity Risk & Compliance Project Manager

e Cybersecurity Risk & Controls Analyst

e Cybersecurity Third Party Risk Manager

e Enterprise Risk Manager

¢ GRC Analyst

e GRC Director

e Information Assurance Manager

Prerequisites

To qualify for this cybersecurity certification, you must pass the exam and have at least two years of
cumulative work experience in one or more of the seven domains of the ISC2 CGRC Common Body of
Knowledge (CBK).

Follow-On Courses
ISC2 Systems Security Certified Practitioner (SSCP)

Ready to enroll? Call 800.674.3550 or email Info@AppliedTechAc.com — private team cohorts, GSA
MAS purchasing, military credentialing funding, VA Gl Bill and VR&E and student financing available.
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