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ISACA Certified Information Security Manager
(CISM) Training

ISACA Authorized Training - Applied Technology Academy

Prepare for the ISACA Certified Information Security Manager (CISM) certification with instructor-led
training from Applied Technology Academy. This CISM certification training course helps experienced
IT and security professionals strengthen their knowledge of information security governance, risk
management, security program development, and incident management while preparing for the CISM

exam.
EXPERIENCE
LEVEL DURATION S5years: IT & AVERAGE SALARY LABS
Advanced 4 Days Security $148,680 No

Course Outline

¢ Module 1: Information Security Governance

— Establishing and maintaining an information security governance framework

Organizational culture and leadership roles

Information security strategy development

Policies, standards, and procedures

Legal and regulatory compliance

Module 2: Information Risk Management

— Risk identification and assessment

Risk response strategies and controls

Risk monitoring and reporting

Integrating risk management into business processes

Third-party and vendor risk

¢ Module 3: Information Security Program Development and Management

Information security program objectives

Resource management and budgeting

Security architecture and controls

Security awareness and training

Metrics and performance monitoring

Module 4: Information Security Incident Management
— Incident response planning and roles
— Detection, response, containment, and recovery

— Incident communication and coordination
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— Lessons learned and process improvement

— Business continuity and disaster recovery integration

Intended Audience

Designed for those who manage, design, oversee, and assess an enterprise’s information security
function.

Prerequisites
Five years of work experience in information security management, including:
e At least three years of management experience in at least three of the four CISM domains

e Experience waivers of up to two years are available based on education or other certifications

e Thereis no required training to take the exam, though formal study is strongly recormmended

Follow-On Courses

e Certified Information Systems Auditor (CISA)

e Certified in Risk and Information Systems Control (CRISC)
e Certified in Governance of Enterprise IT (CGEIT)

e Certified Data Privacy Solutions Engineer (CDPSE)

Course Objectives

Upon completion of the CISM exam preparation course, delegates will:

e Align information security initiatives with organizational goals and risk appetite
e Establish and maintain an information security governance framework

e |dentify and manage information risk to acceptable levels

¢ Design and implement an information security program

e Develop and oversee incident response plans and procedures

Ready to enroll? Call 800.674.3550 or email Info@AppliedTechAc.com — private team cohorts, GSA
MAS purchasing, military credentialing funding, VA Gl Bill and VR&E and student financing available.
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