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EC-Council Certified  
Network Defender (C|ND)

CertNexus CyberSec First  
Responder (CFR)

HTB Certified Defensive Security 
Analyst (HTB CDSA)

Behavioral Malware Analysis 
(MA-300)

CompTIA CySA+ SOC-200: Foundational  
Security Operations and  

Defensive Analysis (OSDA)

EC-Council Computer Hacking  
Forensic Investigator (C|HFI)

CompTIA Network+ CompTIA Security+CompTIA Tech+

or or

or or or

or+ +

SOC-100: Security  
Operations Essentials

CLD-100: Introduction  
to Cloud Security

Network Forensics and 
Investigation I (CT-300)

Network Forensics and 
Investigation II (CT-301)

Endpoint Live Forensics 
(OS-300) 

Assembly for Reverse Engineers (RE-300) Malware Reverse Engineering (RE-400)
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Defensive Security 
Pathway
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