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Course Objectives
• The program is developed after a thorough 

job task analysis and market research

• It is designed and developed by experienced 
SMEs and business continuity/disaster 
recovery experts

• A complete vendor neutral course covering 
business continuity/ disaster recovery 
techniques and solutions

• Detailed labs for hands-on learning 
experience

• EDRP covers all the relevant knowledge bases 
and skills to meet regulatory compliance 
standards such as ISO 31000:2009, ISO 
22301:2012, ISO 22313:2012, NFPA 1600, and 
many more along with the NICE Framework

• The student kit contains a large number of 
white papers for additional reading

• The course includes case studies for better 
explanation of concepts

• The program includes templates so that 
the students get a practical idea on how 
to perform the various analyses and 
assessments

EC-Council Disaster Recovery 

Professional (EDRP) is a 

comprehensive professional 

course that teaches students 

how to develop enterprise-wide 

business continuity and disaster 

recovery plans and provides 

the professionals with a strong 

understanding of business 

continuity and disaster recovery 

principles, including conducting 

business impact analysis, 

assessing of risks, developing 

policies and procedures, and 

implementing a plan.

EDRP teaches professionals how 

to secure data by putting policies 

and procedures in place, and 

how to recover and restore their 

organization’s critical data in the 

aftermath of a disaster.

Target Audience 

Incident Responder

Incident Handler

Forensic Investigator

CSIRT Analyst

Digital Forensic Analyst

SOC Analyst

Prerequisites

Some experience in the IT 

BC/DR domain
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Module 1: Introduction to Disaster 

Recovery and Business Continuity

• An Introduction to Business 
Continuity

• An Introduction to Disaster Recovery

• Basic Terminologies of Disaster 
Recovery & Business Continuity

• Business Continuity Plan (BCP)

• Business Impact Analysis (BIA)

• Disaster Recovery Plan (DRP)

• Business Continuity Management 
(BCM)

• Risk Assessment

• Recovery Point Objective (RPO)

• Recovery Time Objective (RTO)

• Application Recovery

• Disaster Recovery Vs. Business 

Continuity

• Purpose of Disaster Recovery and 

Business Continuity

• Prevention

• Response

• Resumption

• Recovery

• Restoration

Course Outline Intended Audience

• IT Professionals in the BC/

DR or System Administration 

domain

• Business Continuity 

and Disaster Recovery 

Consultants

• Individuals wanting to 

establish themselves in the 

field of IT Business Continuity 

and Disaster Recovery

• IT Risk Managers and 

Consultants

• CISOs and IT Directors
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• Trends in Disaster Recovery and 

Business Continuity

• Virtualization

• Offsite Backups

• Social Media 
Communications

• Managed Disaster Recovery

• Electronic Vaulting

• Best Practices in Disaster 
Recovery and Business 

Continuity

Module 2: Business Continuity 

Management (BCM)

• What is Business Continuity

• What is BCM?

• Core elements of BCM

• Ownership of BCM

• Scope of BCM
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